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Abstract—The growing use of the Internet of Medical
Things (IoMT) in ambulances enables real-time transmission
of patients’ vital signs to hospitals. However, this exchange is
increasingly exposed to cyber threats, especially Distributed
Denial of Service (DDoS) and data injection attacks that can
delay critical decisions and compromise patient safety. This
IoMT system is subject to various kinds of attacks across
multiple layers. While many existing solutions focus on securing
medical data through encryption or blockchain, they do not
focus on detecting anomalies during transmission or analyzing
network and data content behavior in real-time. This paper
proposes a real-time security framework for Emergency Medical
Services (EMS) that monitors and analyzes both levels, network
and data content, based on the principle of “never trust, always
verify.” The aim is to detect specific threats and take immediate
action in real time before the data reach the hospital. The
model integrates Machine Learning (ML), a Signature Intrusion
Detection System (SIDS), the Zero Trust Model (ZTM), and
Two-Factor Authentication (2FA) to simulate the application at
two levels: (1) DDoS attacks at the network level with a general
description and less simulation; (2) data injection attacks at the
content level with focusing in detail at this level.

Once an attack is detected, the system applies an isolation
mechanism that either isolates the compromised IoMT device
from it’s network at the ambulance in case data injection
comes from that device, or disconnects the ambulance’s network
interface in case of DDoS at the network level, preventing
further propagation of malicious traffic. ML classifiers such as
Decision Tree (DT), K-Nearest Neighbors (KNN), and Random
Forest (RF) are trained in the cloud represented in our work
by the hospital and then tested at the edge node (ambulance),
which is the closest point to the data collection to ensure
real-time decision-making. The simulation results demonstrate
that the DT model achieved the best performance for multiclass
classification at the data-content level (attack, medical issue,
normal), with an overall accuracy of 98.096% and an Matthews’
Correlation Coefficient (MCC) of 97.172%. Compared with
other models, including RF with an accuracy of 98.01% and
MCC of 97.055%, and KNN with an accuracy of 97.72% and
MCC of 96.56%.
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I. INTRODUCTION

The Internet of Things (IoT) represents the latest phase
in the evolution of communications technology. It enables
physical objects to be linked and empowered as sensors, which
allows them to generate, access, and effectively share infor-
mation. [oT has already been implemented in various fields,
such as smart cities, smart environments, smart transportation,
and emergency systems [1], [2].

Internet of Medical Things (IoMT) is a growing part of
IoT, where devices, sensors, and software are combined
to enable the acquisition and sharing of medical data.
IoMT can revolutionize healthcare by introducing advanced
diagnostic and therapeutic measures for a wide range of health
conditions. It also ensures better engagement of patients in
their healthcare, such as remote patient monitoring, and
emergency responses, offering significant improvements in
care delivery [3]. In healthcare systems, medical environments
can be classified as either static, such as hospitals, or mobile,
such as the Internet of Medical Vehicles (IoMV), which
typically refers to connected ambulances equipped with
IoMT devices, medical tools, and real-time communication
capabilities. However, the increasing use of IoMT devices,
such as pulse oximeters and smart thermometers, in
healthcare systems is inviting the rise of cyberattacks. These
ambulances play a dual role: technologically, they monitor
and transmit patients’ vital signs to hospitals in real time;
medically, paramedics provide urgent care. Recent literature
on Emergency Medical Services (EMS) further emphasizes
the role of the ambulance as a vital mobile unit within the
pre-hospital emergency care chain [4], [5], [6], [7].
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In this study, the term EMS will be used to denote the
broader emergency care system that includes ambulances,
medical personnel, IoMT devices, and communication
infrastructure involved in pre-hospital care. Most IoMT
devices are small, power-restricted, and easily available and
are therefore vulnerable to cyberattacks. These limitations,
like low computations and unreliable communications, are
exacerbated in mobile healthcare environments such as
ambulances. Due to their mobility and utilization of insecure
communication protocols, IoMV systems generally face
enhanced cybersecurity threats when sending patient data
like vital signs in real-time. Additionally, the absence of
standardized security protocols for medical devices exposed
them to attack at various points in the network [4], [8]. IToMT
changed the healthcare sector by creating medical devices
and networked systems that confidently collect, transmit,
and store patient information. This technology facilitates
healthcare professionals’ real-time knowledge, and workflow
simplification, which in the end leads to an increase in the
quality and efficiency of patient care. In the EMS system,
the ambulance is being integrated with an advanced system
consisting of [IoMT monitoring a patient’s heart rate and blood
pressure, which constantly monitors the patient’s vital signs.
All data is continuously transmitted to the hospital database
for immediate evaluation by the doctor in advance before the
arrival of the patient [9]. Despite the critical role that smart
ambulances have in the EMS system, the secure transmission
of patient vital signs remains a challenge. Attacks targeting the
network or IoMT devices or the medical data itself may lead
to data loss, delays, or manipulation, potentially endangering
patients’ lives. Although scaling IoMT devices enhances
healthcare monitoring and diagnosis, it also increases security
vulnerabilities, making them attractive targets for cyberattacks
such as malware and Distributed Denial of Service (DDoS)
[10], [11].

Few studies work on this area, and the existing solutions
don’t focus on providing real-time, dual-level protection at
both the data content level (vital signs) and network (traffic
behavior), which this study aims to address through a dual-
layer approach, particularly suited for resource-constrained
mobile environments.

Due to the limitations in IoMT devices (low processing
power and memory) the local computation is poor. This
problem is solved by edge computing by making available
neighboring computational resources for real-time analysis.
In enabling intelligent decision-making using Al. On the
other hand, cloud dependence leads to latency and breaches
in privacy, especially with health data that is sensitive [12],
[13]. Therefore, the model is trained on the cloud using
enormous volumes of data and deployed at the edge node
e.g., a gateway or smart device in the ambulance to perform
light-weight, real-time anomaly detection on network traffic
and patient data at the point of care.
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This study aims to develop a security framework to protect
patient data transmitted from IoMT devices during ambulance
transport to the hospital by an integrated model that utilizes
Machine Learning (ML), a Signature Intrusion Detection
System (SIDS), the Zero Trust Model (ZTM), and Two-Factor
Authentication (2FA). It achieves this by analyzing both data
behavior and network traffic at the edge node located within
the ambulance using ML techniques. Based on where the
anomaly is detected originating from, the system can either
isolate the infected medical device or the external network
interface to quarantine the attack and preserve system integrity.

II. BACKGROUND

In recent times, healthcare and modern technology have
received significant attention due to their growing impact
on daily life and medical services. IoMT is a subsection
of the broad area of IoT, mainly oriented at applications in
the medical and healthcare fields. However, as the use of
IoMT devices in healthcare keeps increasing, their security
has become a major concern [14], [15].

A. IoMT Systems Architecture

Studies show that IoMT applications use various architec-
tures based on their specific requirements and purposes. While
each technology claims to be the best solution for a given
application, they generally follow a three-layer structure, as
shown in Figure 1.
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Fig. 1. The layers in IoMT architecture [16].

o Perception Layer: The foundational layer reads and
collects health-related data using sensors and IoMT
devices such as pacemakers, smartwatches, and
oximeters. These devices transmit raw data to the
network layer without processing [14].

o Network Layer: Is responsible for transmitting medical
data from the gateway (edge node) to the cloud using
various communication protocols such as Wi-Fi 6,



International Journal of Information Science & Technology — iJIST ISSN : 2550-5114

Narrowband IoT (NB-IoT), Bluetooth, IPv6 over Low-
Power Wireless Personal Area Networks (6LoWPAN),
ZigBee, and 5G NR (New Radio), Since network
security is a major concern in healthcare, processing
data at the edge instead of relying entirely on cloud
computing helps reduce latency, minimize privacy risks,
and enhance real-time monitoring of critical patient data
[17], [18].

o Application Layer: Acts as an interface for end-users
and healthcare professionals, enabling access to patient
data, monitoring, and resource management, essential
for delivering healthcare services [19].

Other studies show that the IoMT systems consist of three
levels:
1. Device: sensors and IoMT devices.
2. Edge node: Helps IoMT devices by providing extra process-
ing and storage power, allowing smart data analysis to happen
closer to where the data is generated instead of relying only
on distant cloud servers, such as smartphones and gateways,
which in our work are inside the ambulance.
3. Cloud: It has powerful processing and unlimited storage,
allowing it to handle the registration of all medical devices,
and it also manages both the devices and edge nodes by
securely storing their real identities level [3], [12].

B. Attack Model

IoMT device-driven health systems are increasingly under
threat of cyberattacks due to the many entry points and layers
in their architecture. These attacks can target different parts of
the system to steal or modify sensitive medical data or even
cause harm to patients and hospitals. Each layer in the system
has its own set of security challenges. For example, DoS
and DDoS attacks are applied against the denial of access to
healthcare services by saturating the network or devices. Man-
in-the-Middle (MitM) attacks target stealing or compromising
data as it is moved between devices, especially at the edge
or network levels. At the application layer, such as sniffing
attacks and access control attacks. Ransomware and malware
attacks will primarily affect the storage and cloud layers, in
that data goes missing or becomes corrupted. Other attacks,
like injection and password-based attacks, try to break through
login systems and user access controls [10], [20]. In this
study, we focus on detecting DDoS attacks and analyzing the
content of the data to catch any signs of injection or tampering,
especially in the case of smart ambulances.

C. Integration of Advanced Technologies in EMS System

1. The Zero Trust Model (ZTM): It is a cybersecurity
model that, while not new, has gained significant traction
in recent years. It was first introduced by John Kindervag
in 2010 [21] when he was working as a principal analyst
at Forrester Research. The idea behind it starts from the
assumption that threats can come from anywhere, either
inside or outside. Instead of trusting users and devices by
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default, zero trust is an approach of “never trust, always
verify [22]. It is an intelligent approach that continuously
verifies the user’s identity and permissions before granting
resource access, regardless of location or network. Access is
temporary and requires regular revalidation, forming the key
principles of ZTM [23]:

1. Never trust, always verify: Thus, the general principle by
default is that no user, device, or network is to be trusted,
even in the security perimeter. Any access request must be
authenticated and authorized before access is approved.

2. Least Privilege Access: Grants users only the minimum
access needed for their tasks, limiting potential damage if an
account is compromised.

3. Micro-Segmentation: Micro-segmentation divides the
network into isolated zones, limiting an attacker’s lateral
movement and minimizing potential impact.

4. Continuous Monitoring and Validation: Detecting unusual
activities after behavioral analysis and logging instead of
assuming granted access is always safe.

2. Two-Factor Authentication (2FA): It refers to an iden-
tity and access management security mechanism that requires
two categories of identification for the use of resources and
information [24]. Authentication factors can generally be clas-
sified into three traditional categories as follows [25]:

o Something known (password, pattern, etc.).

¢ Something owned (smart cards, OTP, etc.).

o Something inheritable (biometric, fingerprints, behavioral
pattern, etc.).

Different authentication methods exist, such as Single-
Factor Authentication (SFA), 2FA, and Multi-Factor
Authentication (MFA). This would mean that as the
factors increase, the security will be improved to give
data more protection. This research will focus on 2FA to
balance security and usability. We will enhance security by
incorporating additional mechanisms, including ML, zero
trust, and SIDS, to strengthen security further and safeguard
sensitive information. Significantly minimize the risk of
security breaches in IoMT devices.

3. Machine Learning with Feature Selection:

ML, which is a branch of Al, enables machines to be trained
on data without explicit programming. Active ML is effective
for complex problems that classical solutions find challenging
and fits new data nicely. From research, it is shown that ML
in IDS can effectively detect zero-day attacks and vulnerabil-
ities, while rule-based IDS can detect known attacks. Current
work highlights the requirement for feature selection and pre-
processing to improve attack detection. Three categories of
ML can be utilized in solving IoMT security issues.

o Supervised Learning: This detects the known attacks,
which have labeled data.

o Unsupervised Learning: It identifies anomalies from nor-
mal behavior without labels.
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o Semi-Supervised Learning: Combines both to handle
limited labeled data [26].

In this study, we used lightweight ML such as RF, DT,
NB, and KNN because of the test at the edge node, not at
the cloud. Feature selection is applied to an easily available
dataset to reduce input variables, improve efficiency, and
decrease computational loads. Processes and simplifies the
data, reduces dimensions, and focuses on crucial features [27].

4. Intrusion Detection System (IDS)

It is an active security component that monitors and
inspects system or network traffic to detect vulnerabilities
and threats. IDS is always vigilant for user information,
network, and service traffic to detect unauthorized access
and extend integrity, confidentiality, and availability (CIA)
to information systems. IDS plays a pivotal role in network
security, especially in IoMT, as it helps prevent and detect
different classes of known attacks [28].
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Fig. 2. Intrusion Detection Methodologies

In general, IDS can be categorized in two ways, as illustrated
in Figure 2:

1) Classification by methodology.

2) Classification based on the platform being monitored.

IDS can be classified as anomaly-based and signature-based
detection. Anomaly-based detection learns normal behavior
and alerts when deviating, which has the capability to de-
tect zero-day attacks. It is difficult for it to accommodate
changes and tends to produce high false positives. In contrast,
signature-based detection compares events to known attack
signatures called SIDS, with higher accuracy and fewer false
positives, but cannot detect unknown attacks [29]. In our
proposed model, we used SIDS when training the model on
the cloud to determine the specific intrusion at the data content
level.

Study [30] classifies cyber-attacks on intelligent vehicles,
including ambulances, into two main types: in-vehicle threats
targeting onboard systems like devices patient data, and
network threats. This research adopts that classification in
the context of ambulances, focusing on two threat levels:
data content and network communication level. This layered
approach supports the proposed system’s ability to detect cyber
threats and secure real-time transmission of vital signs.
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III. LITERATURE OVERVIEW

The primary objective of Al is to enhance cybersecurity.
Organizations are increasingly turning to Al to withstand
emerging cybersecurity threats, technological problems, and
lack of resources, increasing system strength, resilience, and
response [31]. Al protects IoT/IoMT by adopting machine
learning, deep learning, and natural language processing. It
detects unusual behavior, makes decisions in real time, and
can automatically react to threats, thereby improving the
capability of the network to operate under dynamic conditions
[32]. The healthcare environment includes various IoMT
devices, among which ambulances represent one of the most
critical components. Despite their importance, limited research
specifically addresses the security of IoMV or ambulance
systems [4]. Therefore, the research papers are divided into
two groups: cybersecurity for mobile medical environments
and cybersecurity for static medical environments.

- Cybersecurity for mobile medical environments: In a
recent paper [33], the researchers aimed to improve the
operation of medical ambulances in real-time and healthy
safety areas by using beamforming technology in 5G
communication networks. Key agreement protocols were
incorporated into the utilization of 4G/LTE or 5G as access
technologies to protect data transfer from cyber threats.
The study did not address the specific steps that must be
followed in the event of a health cyberattack, nor did it
sufficiently focus on the protection and security of the
transferred medical data. The study [34] introduced an entire
system to collect sensor data from smartphones and vehicles
and transmit them to the cloud using Message Queuing
Telemetry Transport (MQTT), but the security concerns of
the communication are not discussed. The focus was on
the architecture and data transmission in the context of an
IoV environment, ignoring important issues such as data
protection, attack detection, or preserving the integrity of
communication. In contrast, our study builds on such systems
by incorporating security mechanisms and intelligent detection
techniques, specifically tailored for smart ambulances and
IoMT environments operating within the IoV system. Another
study [35] proposed a smart ambulance system for emergency
cases in smart cities, integrating deep learning algorithms and
blockchain-based distributed health record transactions. Deep
learning algorithms were used to predict patient injuries, and
blockchain technology ensured the integrity, privacy, and
security of health data during transfer. Their study does not
address attack detection or network behavior analysis. The
study in paper [9] describes an intelligent ambulance system
using IoT technology to monitor vital signs and transmit
real-time data to the hospital. It also improves traffic flow
by remotely controlling traffic lights. The system reduces
response time and helps physicians make quicker, more
accurate medical decisions. The security tools in this paper,
which could be used to transfer critical patient data through
this ambulance system, were not addressed.
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- Securing patient data in a hospital environment:

In the paper [6] they propose a lightweight continuous
mutual authentication protocol based on ZTA for Device-
to-device (D2D) and Device-to-edge (D2E) communication
security in healthcare 4.0 systems. Compared to this work,
they work on ZTM based on authentication; we used ZTM
based on behavior analysis. Our method trains ML models
in the cloud to address limited resources for this system and
then deploys them at the edge for real-time detection with
high-security performance. The researchers [36] proposed a
context-aware ZTM access framework to reduce medical errors
in cloud-based healthcare systems using machine learning for
runtime data analysis; it assesses access requests to improve
secure access control, addressing challenges in the vulnerable
healthcare landscape. Another study [37] presented the Soter
authentication system, which was based on IoMT zero trust.
Soter integrates trust negotiation mechanisms within the ZTM
for the dynamic establishment of trust. A negotiation process
is initiated whenever a user or device requests access to a
certain resource in which credentials, attributes, and contextual
information are exchanged between the requester and the
resource owner. An optimized IDS for IoMT networks was
proposed [38] using tree-based machine learning classifiers
and filter-based feature selection techniques. The paper was
based on the Canadian Institute for Cybersecurity Intrusion
Detection Dataset 2017 (CICIDS2017) dataset, showing an
accuracy of 98.79% and a very low false alarm rate of 0.007.
Thus, the model was proposed in terms of less computa-
tional complexity, and detection precision was foreseen as
very strong, with much potential for ensuring security within
IoMT environments. It was not a real-time medical context.
Moreover, SIDS finds a new application as a threshold-
setting mechanism to distinguish cyberattacks from genuine
medical emergencies based on abnormal vital signs to enhance
detection reliability in life-critical scenarios.

IV. PROBLEM DEFINITION

In ambulances, which are mobile EMS environments
with ToMT devices, the vital signs of patients are sent to
hospitals in real time for immediate decision-making. These
transmissions are, nevertheless, vulnerable to cyberattacks
that can compromise patient safety even before reaching the
hospital. A report from CyberPeace describes how attacks
on the healthcare system, in which DoS/DDoS attacks are
included, affect the delivery of basic care, delay operations,
and endanger patient safety [39]. While most studies focus on
hospital data security, few address securing communication
between ambulances and hospitals in emergency systems [4].
In many of these studies, blockchain [40], [35] or various
encryption protocols [41] are employed to secure data. These
approaches, however, often assume the data is trustworthy
without analyzing its behavior or source in real time.
Moreover, current safety and cybersecurity standards, such
as ISO 26262 and ISO 14971, do not sufficiently mitigate
the risks of deploying IoMT devices in mobile environments
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like ambulances, nor do they offer clear frameworks for the
secure and real-time transmission of vital signs. Additionally,
medical personnel often lack well-defined risk management
strategies for handling network-enabled devices [4]. This
study addresses that critical gap by proposing a real-time
intrusion detection approach that targets two levels of attack:
1. At the network level, it detects the DDoS attacks that
attempt to block or flood the edge node communication
channel before it gets transmitted to the hospital.

2. At the data level, it identifies injection attacks, where
malicious or falsified medical data is sent from compromised
devices.

The proposed model in this paper monitors network be-
havior as well as data content, identifies an attack after
determining the attacked device (in the case of injection) or
the network interface for the ambulance (in the case of DDoS),
and actively isolates using ZTM.

V. PROPOSED MODEL

1. System Architecture
The system architecture of the proposed model is illustrated
in Figure 3, consisting of:
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Fig. 3. Overview of Proposed System Architectur

e IoMT Devices : Such as oximeters, heart rate monitors,
and respiratory rate sensors.

o Edge node: Closer to where the data is generated instead
of relying only on distant cloud servers helps IoMT
devices by providing extra processing and storage power,
such as smartphones and gateways, which in our work
are inside the ambulance.

e Cloud: In this model, the cloud layer represents the
hospital.
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2. Flowchart of the Proposed System Model
The proposed system model focuses on integrating multiple
security components: ZTM, 2FA, SIDS, and ML to detect
threats in real time at the edge node for both the network and
data content levels after analyzing their behavior and then
taking specific actions as illustrated in Figure 4.
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Fig. 4. Proposed System Model

The vital signs of the patient will be collected in the
ambulance by paramedics after performing 2FA to access
the devices. The proposed model works in two steps. The
first check at the network level is for DDoS attacks; if one
is detected, the system will alert security and then isolate
the network interface of the ambulance temporarily. If the
network is normal, the process moves to check at the second
step the data content: distinguish between abnormal due
to medical issues or due to an attack, depending on the
reading numbers, and take the appropriate action to isolate
the compromised device from which the reading comes or
alert the medical crew, else at the network level any abnormal
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activity that does not belong to DDoS is categorized as *Other
attacks’ so the system will trigger security alerts.
These steps can be summarized in Algorithm 1 and 2.

Algorithm 1 Network-Level After 2FA
1: Precondition: Paramedic successfully logged in through
2FA
2: Input: Network traffic features
3: Output: Network status (Normal / DDoS Attack / Other
Attack)
4: Apply ML model to classify network traffic
5: if Classification = DDoS Attack then
6: Alert security team
7
8
9

Isolate external network interface
. else if Classification = Other Attack then
: Alert security team
10: else
11: Proceed to Data-Level analysis
12: end if

This algorithm describes the network level security process
performed after successful 2FA authentication, where ML is
used to detect DDoS and other network attacks in the specific
dataset used before allowing data content level processing.

Algorithm 2 Data-Content Level with ZTM
Input: Vital signs, ML pred, thresholds, conf_high,
conf_medium
2: Output: isolate device, isolate and alert security team,
transit to medical unit, transmit the readings to hospital
and monitor
for each patient record do
4: Compute score_trust = (number of vitals exceeding
threshold) / (total number of devices)
Predict class with ML model — pred
6: if pred = ”"Medical Issue” then
ZTM_Action = transit_to_medical_unit
8: else if pred = ”Attack” then
if score_trust > conf_high then

10: ZTM_Action = isolate_device
else if score_trust > conf_medium then
12: ZTM_Action = isolate_and_alert > Re-read
vitals once before deciding to isolate
else
14: ZTM_Action = alert_security_team
end if
16: else

ZTM_Action = Transmit the readings to hospital
and monitor
18: end if
end for

The parameters conf_high and conf_medium represent
predefined trust thresholds determined during experimental
validation. Values above conf_high trigger immediate iso-
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lation, while values between conf_medium and conf_high
indicate moderate risk.

The second step illustrates the check security model at the
edge, incorporating the ZTM and 2FA as shown in Figure 5.
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Pretrained Security Model Deployed at the Edge for Ambulance

After training the ML models in the cloud, the trained model
will be deployed at the edge, that is mean on all ambulances, to
enable real-time decision-making and and then apply response
action.

VI. RESEARCH METHODOLOGY

Our study introduces an IoMT security framework using
ML, ZTM, SIDS, and 2FA to protect patient vital signs
during EMS. Due to limited infrastructure, the framework
was simulated in Python. At the data level, the simulation
assessed the system’s ability to isolate compromised [oMT
devices based on data content behavior, confirming the
effectiveness of ZTM, SIDS, and ML models in detection.

1. Dataset Description: At network level we used ICU
Healthcare Security Dataset [42], 188,695 rows, with network
features. Data preprocessing included handling missing
values, normalization, and removal of irrelevant attributes
to improve classification performance. This dataset includes
four attack types: MQTT DDoS, MQTT Publish Flood,
Brute Force, and SlowITE. It is mainly labeled as normal
or attack traffic. Our focus was on DDoS attacks, and we
classified the data into three classes: normal, DDoS, and other
attacks. Other attacks which are the remaining attacks at this
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dataset used without analyzing them in depth. The DDoS
class is defined based on known characteristics such as high
message rates, redundancy, and abnormal traffic patterns,
distinguishing it from other attacks. This dataset was chosen
because it includes network features used in transmitting vital
signs, which makes it suitable for the context of this work.

Data content level: Human Vital Sign Dataset [43], 200,000
rows, the original dataset contains 16 features, including pa-
tient identifiers, timestamps, and various vital signs. However,
for the purpose of risk classification, only 7 key features were
selected based on clinical relevance: heart rate (HR), respira-
tory rate (RR), body temperature, oxygen saturation (SpO,),
systolic blood pressure, diastolic blood pressure (DBP), and
derived BMI, which is the difference between height and
weight. According to medically accepted threshold values, as
reflected in the dataset, vital signs were classified as normal
or abnormal based on standard clinical ranges.

« Respiratory Rate (RR): considered abnormal if it exceeds
20 breaths per minute or drops below 12.

o Body Temperature: classified as abnormal when it rises
above 37.5°C or falls below 36.0°C.

¢ Oxygen Saturation (SpO;): marked as abnormal if it is
lower than 95%.

o Systolic Blood Pressure (SBP): considered abnormal
when it is higher than 140 mmHg or below 110 mmHg.

o Diastolic Blood Pressure (DBP): considered abnormal
when it exceeds 90 mmHg or falls below 70 mmHg.

After that, it was modified with 81,621 attack instances
were synthetically generated. Medical issue cases were added
to the dataset to increase the overlap with attack instances.
Specifically, 1,500 cases of medical issues were incorporated
according to study [44] , resulting in a new total dataset
of 283,120 records. Exceeding these threshold values may
indicate the presence of an injection attack or a technical
issue. In rare cases, it could also correspond to an actual
medical condition. Therefore, ML models are employed to
distinguish between these scenarios, where the absence of
physiological consistency across all readings serves as a
strong indicator of an injection attack. Lightweight classifiers
such as DT, RF, and KNN were selected due to their
suitability for real-time IoMT ambulance environments.

2. Attack Threat
Network level attacks: The attackers are external DDoS
networks, and the attacker’s goal was to launch a DDoS
attack at the network level to disrupt the transmission of
vital signs between IoMT devices and the hospital. The
success of such an attack can delay or prevent the arrival of
critical health data, leading to incorrect or delayed medical
decisions. Additionally, the attacker may use this disruption
as a distraction to perform other malicious actions, such
as injecting falsified data into the system. In some cases,
the attack may be carried out with the intent to blackmail
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the medical institution, threatening further disruption unless
certain demands are met. The entry point is an insecure
network or unencrypted MQTT messages.

Data content level attacks: The external attacker’s goal is to
falsify and distort medical data to mislead medical staff into
making incorrect decisions or re-examining the patient upon
arrival, thereby delaying treatment, especially if the intent is
to harm the patient. Sometimes, the attacker may have broader
objectives, such as blackmailing the institution in exchange
for not disrupting the system. The attacker gains access just
by compromising device firmware, replacing a legitimate
device with a spoofed one, or modifying data during wireless
transmission. The success of an attack is measured by
checking the data content at the ambulance (edge). If values
classified as “abnormal” exceed the predefined thresholds
with absence of physiological consistency across all readings,
this indicates that the data have been tampered with.

Assumptions: The paramedic is permitted to use the system
but is not considered trusted by default, and therefore must
complete a 2FA process before accessing the medical devices.
Additionally, it is assumed that technical issues may occur in
the medical devices during operation.

3. Data Content-Level Attacks Simulation: A simple
simulation attack generation method was used to train the
ML model to detect data-level spoofing attacks or injections.
If a reading exceeds normal values, it may indicate an
injection attack or a technical issue. In rare cases, it could
correspond to a real medical condition. ML models are
used to distinguish between these scenarios by checking for
inconsistencies across all physiological readings.

4. System Design: The framework simulates a secure
IoMT environment that integrates the following components:
- ZTM: Implement to isolate based on data content behavior
and network traffic and then logging. First, if there is an
attack on the network, the ambulance’s network interface
or connection point is isolated; otherwise, check the data
content. If the attack occurred based on the content, the IloMT
device from which the reading came will be isolated. This is
why we work on two separate levels.

- SIDS: We will apply SIDS at the data level to analyze vital
signs, detect anomalies, and determine whether they indicate
a cyberattack or a healthcare issue.

- 2FA: To enhance access security, the paramedic will use
email-based and SMS-based One-Time Passwords (OTPs) as
part of the two-factor authentication process at access points.
- ML integrated: Machine learning is used to distinguish
between a medical issue and a cyberattack based on the
values of vital signs received from each medical device and
to evaluate the overall framework. Training data may be
performed in the cloud, while processing occurs at the edge
node.

5. Testing: The dataset was divided into 70% training
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data and 30% testing data. The trained model was then
tested on unseen IoMT data to replicate real-world situations
and evaluate its ability to detect abnormal behavior such
as DDoS attacks or data anomalies. In addition, 5-fold
cross-validation was applied to ensure robust and reliable
ML model evaluation, with results consistent with the test-set
performance.

6. Evaluation Metrics: After testing, system performance is
quantitatively assessed using evaluation metrics such as macro
average for: Accuracy, Precision, Recall, F1-score. FPR (False
Positive Rate), FNR (False Negative Rate) for each class, and
MCC.

VII. INITIAL FINDINGS

The results are reported separately for each level, in this
paper we focus on data content level using a three-class
classification setting (Normal, Medical Issue, and Attack).
Table I shows the performance of the top three ML models.

TABLE I
PERFORMANCE SUMMARY OF THE BEST THREE ML MODELS FOR MULTI
CLASSIFICATION
Model Acc Prec F1 Rec MCC
DT 98.096 98.386 98.04 97.804 97.172
RF 98.01 98.093 98.119 98.238 97.055
KNN 97.724 97.849 97.861 97.875 96.56

High accuracy values confirm the effectiveness of the
proposed three-class classification at the data content level,
as indicated by the strong performance of the DT 98.096%
then RF 98.01%, and KNN 97.724% classifiers.The Naive
Bayes model achieved 91.703%, while the Linear SVM
performed relatively lower with 75.25% accuracy. The
Matthews Correlation Coefficient (MCC) values show a high
level of agreement between the actual and predicted classes
for all models, indicating a reliable classification performance.

Detection time and accuracy were also evaluated, which
helped assess the efficiency of the model. Figure 6 shows the
relationship between the detection time and the accuracy.

100 98.10%

98.01%

97.72% - Accurac, Y (%)
== Detection Time (sec)

75.25%

racy (%) / Detection Time (sec)

Accu

0.0233 0.1248

"
& &
& <& & &
& s & K
§
< P

Fig. 6. Illustrates Models Accuracy and Detection Time
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Though accuracy ensures proper classification, the detection
time also plays an important role, as the lower the time, the
better the response. Detection time, as shown in Equation 1,
is critical in EMS settings where fast, reliable responses are
required.

Detection Time = tgecision — Cstart (D

o tlsare: The time at which data analysis begins.
o lgecision: The time at which the anomaly is detected or
classified.

The KNN model had the longest detection time, taking
11.842 seconds. DT demonstrated the best balance between
high accuracy and low detection time, making it the most
suitable model for real-time detection scenarios.

The FPR and FNR were computed for each class to analyze
false positives and false negatives in the multi-class setting as
illustrates in Table II.

TABLE II
FPR AND FNR PER EACH CLASS FOR TOP THREE ML MODELS

Class DT FP DTEFN RF FP RFFN KNNFP KNN FN
Normal 0.00004  0.00002  0.0276  0.00011  0.01895 0.03021
Medical Issue  0.03020  0.00056  0.0008 0.0527 0.01618 0.03352
Attack 0.00026  0.06532  0.00210  0.0004 0.0001 0.00004

DT, RF, and KNN maintain low FPR and FNR for Normal,
Medical Issue, and Attack classes, demonstrating consistent
and accurate predictions.

The performance of the ZTM in this work is evaluated
after the integrated ML model result is predicted with the
trust score calculated as explained according to the principle
’Never trust, always verify’ before taking the appropriate
action, like isolating the compromised device, alerting
security, or continue transmit the data to the hospital.

After integrating ZTM into the ML results, as outlined in
Algorithm 2, the performance of KNN slightly improved, with
accuracy increasing from 97.72% to 97.73%.For RF since the
FPR was already very small, the effect of ZTM on this model
was not clearly observable, also for DT, the overall accuracy
remained unchanged, as it had already achieved a very low
false positive rate, as shown in Table II. To further evaluate
the impact of ZTM, we applied it to DT models trained at
different depths as illustrates in Figure 7. The results indicate
that integrating ZTM significantly improved DT performance:
at depth 2, accuracy increased from 61.02% to 89.84%, and
at depth 4, it rose from 89.08% to 95.34%.These results
confirm the effectiveness of the ZTM approach in enhancing
model performance.
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Fig. 7. Illustrates model accuracy in classifying system responses

VIII. DISCUSSION

From the above results, it is clear that the use of ML,
ZTM, SIDS, and 2FA technologies can enhance the security
of IoMT based EMS environments. The proposed DT model
offered a perfect combination between computational speed
and classification accuracy, making it suitable for real-time
ambulance systems. In addition, the framework provides dual-
level protection by analyzing both network traffic and medical
data behavior. However, the study used partly simulation for
the attack scenario in the IoMT environment. Although more
advanced methods like XGBoost and deep learning provided
a higher level of accuracy, ML models were chosen due to
cost effectiveness.

IX. SUMMARY

In this thesis, we proposed a security framework for IToMT
systems in EMS, focusing on real-time processing at the edge
in EMS, to simulate that we use: ZTM, 2FA, and SIDS.
The target of this work is to continuously monitor both the
network traffic level and the data content behavior level. The
primary focus was on the data content behavior level, where
the system identifies whether an abnormality corresponds to an
attack at a specific threshold or indicates a medical issue, and
future work will focus on the level of network traffic. A pre-
trained, edge-deployed artificial intelligence model supports
real-time anomaly detection and then integrated with ZTM to
apply isolation decisions. The initial results show that the DT,
RF, and KNN classifiers were evaluated at the edge for real-
time multiclass classification, with DT achieving the highest
accuracy 98.10% and MCC 97.17%. Through simulation,
we demonstrated the effectiveness of the proposed system
and aligned our work with recommendations from previous
studies.
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